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Read this document before you sign up for online accounts, 

buy things online or start using online banking. It may you 

help to stay safe. 

 

 

Learn about email, phone 
and text message scams 

These scams can steal your 
personal information and 
your identity 

 

Make sure you have 
Antivirus software installed, 
running & up to date  

 
Have Rapport installed & 
running 

 

Check you have no Malware 
or unwanted Extensions 
running 



 

Close all browser tabs & 
delete browser history 

Ensure cookies and cached 
data are also deleted 

 

Type in the correct web 
address 

Never follow a link from an 
unexpected email 

 

Make sure the site is secure 

Look for the closed padlock 
& https in the web address 
bar 

 

Always read Pop Ups 
carefully 

Take time to decide how to 
respond. Do not feel rushed 

If unsure, close the Pop Up 

 

Don’t use the same PIN or 
password for different 
accounts 



 

Don’t use PIN or passwords 
that are easy to guess  

Don’t write down full PIN or 
passwords. Write down just 
hints 

 

Delete authentication and 
One Time code messages 
after using 

 

After logging in, always 
remember to logout & then 
delete browser history again  

 

 

You can watch the latest scam advice videos here: 

https://takefive-stopfraud.org.uk/scam-academy/  

 

You can learn more about online fraud here: 

https://www.cybersafewarwickshire.com/category/fraud  

https://takefive-stopfraud.org.uk/scam-academy/
https://www.cybersafewarwickshire.com/category/fraud

